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* Splunk Deployment Architect
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* Use Cases in FMK
* Q&A

a NoSQL database with benefits ;)
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Netic A/S

* Netic * Business Areas * References
— Founded in — Hosting — Feelles
2002 — Operations Medicinkort
— Private funded — Consultancy, — National Service
—HQ in Aalborg Infrastructure Platform
— 20 employees —SW — Sundhedsdatan
— Multiple Development et—t(?t |
datacenters — Splunk —vaccinations-
registret
— Nemhandel-
registret

— Debitorregistret
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Splunk=Engine for Machine Data
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netic
Splunk Apps Let You Do More
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Splunk for Exchange

A
\;5;‘, Microsoft* Karsten Thygesen | App ~ | Manager | Alerts | Jobs | Logout

splunk> 2~ Fychange Server

Home Search Operations - Message Tracking -~ Client Behavior -~ Capacity Planning ~

Overview

DNSBL Reputatior

Every 4 hours, the Splunk App for Microsoft Exchange checks a variaty of This chart shows systems that are not running services that they are meant to be This table shows the Microsoft Exchange hosts that have not reported within 30
DNSSL servers to see ¥ the outbound mail servers (isted in reputation.conf) are running given their role minutes. This may indicate a problem with data colection on that host
isted, Clck through to see which servers are actually ksting your outbound mai host 2 Idle Time =
servers Name = Service =
g Problem Servers 0
# Problem Services

DNSBL Reputation:

n . host < Events 5

sourcotype < Events $ ex02. mshosting.local 8545612
MSExchange 2010 Folder-Usage 58079896 3.000 ex01.mshosting.local 2776738
MSWindows (2008R2Z2:11S 3re18247 cas01.mshosting loca 1158104
MSExchange 2010:MessageTracking 1647991

MSExchange 2010 Maibox-Usage 745873

MSExchange 2010:Topology 171334

MSExchange Reputation 136240

MSExchange 2010 DatabaseRedundancy Status 133987

MSExchange 2010:Usage 68395
MSExchange 2010 ServerQueues 67990
A ’1 crc/) "
, A R viISgS/HRour
MSExchange 2010 DatabasereplicationHeakh 87535 o H )\
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Active Directory

£ Windows Server Karston Thygesen | Aop - | Manager | Alrts | Jobs | Logout
Splunk> F W Active Directory

Home Search Operations - Security - Change Mgmt -

Active Directory Topology Report Last 60 minutes

This dashboard gives you a topology report for the entire Active Directory infrastructure being monitored.

Forest Domain Server

mshosting.local mshosting.local ad01.mshosting.local
ad02.mshosting.local

Forest: mshosting.local (Windows2008R2Forest), Domain: MSHOSTING\mshosting.local (Windows2008R2Domain)

Show 10 ¢ entries Search:

Host Site Operating System Version Master Roles DSA Options Services DNS Registration SYSVOL Shared

: 3 Gl B -
@ adolmshostinglocal  Aaborg  V'ndows Server 2008 R2 6.1 (7601) = baw e

@ @

@ ad02mshosting.jocal Aaborg ""ipcmsg$2’:r' dw” R2 6.1 (7601) = v

@

Showing 1 to 2 of 2 entries

tirsdag den 18. juni 13



Splunk for Cisco

bl gomry

Cisco,
Splunk for Cisco Security -

Summary @ Actices ~

Firowalls - Intrusion Prevention - Cllent Security -

-

Cisco Security Events by Geo

Real Time | Last 24 Hours

ool by ammap. cc«r—n

Real Time Cisco Security Events by for the Last Hour

2500

00

= —
1 T ™M L T L sy - e rm
1200 PM 1201 PM 1202 PM
wWead Jun 12
2013

B csco_fecwal
CHCO Syskog typos

W 'ronal-Ceny

B nix_crroes

tirsdag den 18. juni 13



netic

Karsten Thygesen | App Marager | Nerts | .

Splunk for VMWare

Home Search Proactive Monitoring -  Performance and Capacity Planning +  Troubleshooting and Security - Settings -

splunk> vmware

0% 0% 0% 6.25% 0% 0%
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P Mo About
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netIC

Massive Linear Scalability to Tens of

~

==

Masterserver Offload search load to Splunk Search Deployserver
Heads
\

N SN

Auto load-balanced forwarding to as many Splunk Indexers as you need to
index terabytes/day

L |\ = T T TSSO

Send data from 1000s of servers using combination of Splunk
Forwarders, syslog, WMI, message queues, or other remote protocols
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FMK - Falles Medicin KortNELIC
(Common Medicine card)

* Record of danish citizens medicin usage

* Nominated “digitaliseringsprisen” in
2011

* Total of ~130 servers in two datacenters

* One of the first “real” systems to use
NoSQL (Riak)

* Developed by Trifork, Operations by
Netic




NetIC

FMK Use Cases

* Usage statistics —Pinpoint bad user
—Group by usertype, eXPErience
location, EP] —SLA reporting
system, time of
day/week...

 Performance

—Avg/95-percentile
responsetime by
call type, by client,
by anything




netIC

FMK Use Cases

* Riak statistics —Read/Write ratio
—Siblings —Compact frequency

—Object Sizes —Replication
—Responsetimes —Traffic/Trends

10,000

— riak-prod01.cl.fmk.netic.dk

! ~ riak-prod01.c2.fmk.netic.dk
/ riak-prod02.cl.fmk.netic.dk
a4 | ) ~ riak-prod02.c2.fmk.netic.dk

riak-prod03.cl.fmk.netic.dk

. , \ riak-prod03.c2.fmk.netic.dk
LS ReCnPar CA) : \'1\ A A riak-prod04.c1.fmk.netic.dk
- - ¢ = - b — riak-prod04.c2.fmk.netic.dk

.......
_________
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netic

FMK Use Cases

* Operational
Insight

—Wallview by
operations
*improved “guts
feeling”
* Reduce incident

* Discover problems
early

—Wallview by
developers
* Instant feedback of
changes
* Tight monitoring of
new releases
(deployments)

* Seriously reduce
time to understand
and fix problems

—Wallview by Owner
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netic

FMK Use Cases

* Changes Culture

—To describe an observed problem, we
communicate Splunk searches

—Development very close to operation but
complies to segregation of duties

—Better understanding both ways

—More focus on enhanced logging and session
tracing

—Almost all reporting is dashboards in Splunk
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