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N this talk. ..

About Common Medicine Card
Building a Decentralized Architecture

Mapping different “shapes of data” to a
Key/Value store

Experiences with Riak along the way

TRIFORK.




A NMedicine Caro

For a person
List of current drug treatments

With prescriptions and related events
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15-30 existing systems
+150k users

SOAP
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'‘Old” Architecture

Front End Front End Front End
web services/app web services/app web services/app

S S
MySQL [~~~"[~~~~~~ - - MysaL
Master Slave
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Front Ends

SOAP endpoint
Web application
Business Logic

¥

Prescription
Service

Database

Treatments

+ Events

Prescriptions

Replica
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Distriouted Arcnitecture

Availability: Run
INn multiple data
centers

Scalability:
Prepare the
system for
expected growth
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Riak Data Store ssriak

Fit the general requirements
Availability + Scalability
Operational improvements

Challenges

Key/Value Store, vs Relational Model

New technology, many unknowns

TRIFORK.
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g 3 &

scalable and available

system captures
write conflicts

resolve lazily (read repair)
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Front Ends

SOAP endpoint
Web application
Business Logic

¥

Prescription
Service

Database

Treatments

+ Events

Prescriptions

Replica
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Front Ends

SOAP endpoint
Web application
Business Logic

\

MySQL

Master/Slave

'

Riak

4 nodes x
2 data centers
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Challenges

Data model: how to go from Relational
model to Key/Value model

Experiences with Riak’s backends
How to keep version history

A true war story

k
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Data Moaoel

Integrity without ACID transactions

Riak’s default storage keeps all keys In

memory

Dealing with Write Conflicts

TRIFORK.
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-hase |

To validate the architecture, we built a
system where these are kept in Riak:

Prescription Replicas
Audit-log

Request cache

TRIFORK.
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-Irst Attempt: Using LiNks

~5 million ~200 million
Person Prescription
Key: Person-ID Key: Prescription-ID
Links: Prescription-ID*| |Content: Protobuf+GZip

Allows reading of N record in one roundtrip
Performance suffered: 1+N disk access

Too many keys in memory

TRIFORK.
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-Irst Attempt: Using LiNks

~5 million ~200 million
Person Prescription
Key: Person-ID Key: Prescription-ID
Links: Prescription-ID*| |Content: Protobuf+GZip

Ran poorly on Virtual Hardware

Trying to figure out how to handle contflicts

TRIFORK.




Second lake

~5 million

Prescriptions
Key: Person-1D
Content: Protobuf+GZip

Very simple: read - resolve - modify - write
Integrity: 1 person « 1 record

Performance good: 1 disk access

All keys fit In memory
z
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—ead Repalr

On every read, we handle write conflicts

f so, auto-merge[*], store and re-read

Resolve: Merging is business logic; some
merge actions need user attention, others
don't.

Forward: This Is also the hook for schema
evolution

TRIFORK.
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1ne Audit Log

~71 billion log entries per year

Average 33/sec, peak 200/sec

Stores generic JSON documents
Need some search capability

Bitcask backend was not an option

TRIFORK.
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1ne Audit Log, lake |

INnNnoDB backend [basically MySQL]

Increasing keys for B-tree backend
“YYYYMMDDhhmmss:<random-bits>"

Indexing in SQL store

TRIFORK.




ne Audit Log, lake |

_evelDB Backend (SSTable)
Riak Secondary Indexing
Store JSON
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1ne Audt Log, lake |l

HanoiDB / Log Structured B-Tree

On-disk, key-sorted, low memory

Predictable access times
[merge/cleanup is incrementall

Secondary indexing, Auto expiry,
Compression

TRIFORK.




30

Request Cache

Makes SOAP-endpoints idempotent
Keep Request/Response for 14 days
Perfect fit for default Bitcask lbackenad

TRIFORK.




31

A Real War Story.

First production launch with Riak
Strange data corruption started to appear
Also spontaneous I/0O errors sometimes

... we Installed checksum hooks

TRIFORK.
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Seal War Story

The problem was a buggy Solaris/VMWare
network driver [client machines]

TCP checksumming is very simple
1/21° packets was let thru - MD5 caught it

Also the reason for I/O dropped connections

TRIFORK.




35

“nase | Conclusions

3 data sets - 3 different solutions
Avallability & Scalability

Response times are better and more
predictable

Before: Locked at max # ops/sec

Now: 4 x ops/sec ... and can scale more

TRIFORK.




